 COMPUTER USAGE POLICY

Background

The purpose of this policy is to establish rules for the appropriate use of computing resources, electronic mail, the Internet and related electronic products on staff computers at the ORGANIZATION’S NAME.

Definitions

N/A

References

N/A

Policy 


1. General Use Rules

The organization provides computer access, the Internet, email and computer related equipment, services and training solely for the legitimate business purposes of ORGANIZATION’S NAME.

2. Privacy

Employees have no expectation of privacy when utilizing ’s computing resources, even if such use is for personal purposes.

The organization reserves the right to inspect, without notice, the contents of computer files, regardless of medium, the contents of electronic mailboxes and other computer systems, systems output (such as printouts) and to monitor network communication when:

1. It is considered reasonably necessary to maintain or protect the integrity, security or functionality of ORGANIZATION’S NAME or other computer resources or to protect ORGANIZATION’S NAME from liability;

2. There is reasonable cause to believe that the users have violated this policy or otherwise misused computing resources;

3. An account appears to be engaged in unusual or unusually excessive activity; and

4. It is otherwise required or permitted by law.  Additionally the userid and computing services of the individuals involved may be suspended during any investigation of misuse of computing resources.

3. Personal Use

Subject to the privacy policy above and the prohibited uses outlined below, ORGANIZATION’S NAME permits limited personal use of staff computers subject to the following:

(a) Personal use will be on an employee’s personal time (before or after regularly scheduled work time, during lunch breaks);

(b) Personal use of computers will not interfere with any work-related activity;

(c) Personal use will not interfere with a co-worker’s or client’s time where such use is recreational;

(d) The email system should not be used to solicit or proselytize other for personal commercial ventures, religious or political causes, outside ORGANIZATION’S or other non-work-related solicitations;

(e) Participation in social or recreational chat channels and bulletin boards is not permitted on work time;

(f)
The use of computer games is not permitted on work time.

4. Prohibited Uses of the Internet

Commercial Use – any form of commercial use of the Internet is prohibited.  It is not acceptable to use ORGANIZATION’S NAME computer resources for for-profit activities like consulting for pay or running a business.

Copyright/Licensing Violations – any use of the Internet that violates copyright law is prohibited.  It is assumed that information and resources accessible via ORGANIZATION’S NAME computer resources are private to the individuals and ORGANIZATION’S that own or hold rights to those resources and information unless specifically stated otherwise by the owners or holders of rights.  It is therefore not acceptable for an individual 

to use ORGANIZATION’S NAME computer resources to access information or resources (even when that information or those resources are not securely protected) unless permission to do so has been granted by the owners or holders of rights to those resources or information.  Employees are prohibited from downloading illegal software.

Solicitation – the sale of personal items on the open Internet is prohibited.

Harassment – the use of the Internet to harass employees, vendors, patrons, and/or others is prohibited.  This includes the display or transmission of threatening, obscene, harassing materials of any kind.

Political – the use of the Internet for political purposes is prohibited.

Aliases – the use of aliases while using the Internet is prohibited.  Anonymous messages are not to be sent.

Misinformation/Confidential Information – the release of untrue, distorted, or confidential information regarding ORGANIZATION’S NAME or client business is prohibited.

Unauthorized Entry/Tampering/Hacking – it is not acceptable to use ORGANIZATION’S NAME computer resources to interfere with or disrupt network users, services, or equipment.  Disruptions include, but are not limited to, distribution of unsolicited advertising, propagation of computer worms and viruses, and using the network to make unauthorized entry to any other machine accessible via the network.

Illegal Activities - it is not acceptable to use ORGANIZATION’S NAME computers for any purpose or in any manner that violates municipal, territorial or federal laws and regulations.

Chain Letters - group distribution of email chain letters is not permitted.

Inappropriateness – the use of ’s computer resources to view or gather information with sexual, obscene, violent, racist or threatening content is not permitted.

Downloading – the use of ORGANIZATION’S NAME computer resources to download non-work related files from the Internet, or loading of software, is not permitted without the specific consent of ’s Information Technology Coordinator.

5. Software installation

It is the role of the Information Technology & Communications Coordinator (ITCC) to ensure that software piracy is not prevalent, and to ensure that license agreements are being upheld.  The Canadian Copyright Act punishes software piracy with a minimum of a $20,000 fine for each infringing work, to a maximum of a $1 million fine and a jail term of up to five years.

When software needs to be installed on any -owned computers or laptops, the staff should notify the ITCC.  The ITCC will then install the software, ensuring that proper licensing is in place, and that the software is installed properly.
6. Enforcement

ORGANIZATION’S NAME will impose disciplinary sanctions on employees who violate the above policies.  Severity of the imposed sanctions will be via the process laid out in ’s Personnel Policy Manual.

Employee Rights & Responsibilities

· All employees are expected to perform to the standards set forth in their respective job descriptions.  Declines in work performance due to personal computer use will be addressed initially in the same manner as performance deterioration for any other reasons.  However, the use of ORGANIZATION’S NAME computers on ORGANIZATION’S NAME worksites, or while on ORGANIZATION’S NAME business, for illegal or immoral purposes, is a violation of this policy and may be cause for disciplinary action up to, and including dismissal.

Executive Director, Manager & Supervisor Responsibilities

· As part of ORGANIZATION’S NAME process for keeping employees informed about policies, ORGANIZATION’S NAME shall provide all employees with a copy of the policy with respect to meeting the requirements.  This will be done prior to the implementation date of this policy and to each employee subsequently hired.

Complaint Process

As per Personnel Policy Manual.
Resolution Process

As per Personnel Policy Manual.
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